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1, Ob6mue moa0KeHHA

1.1. Hacrosmas Ilonutuka oGpabOTKM MNEpCOHANBHBIX MTaHHBIX ABTOHOMHOM
HEKOMMEDPYECKOH OpraHM3alliyd BEICIIEro 0o0pa3zoBaHMs «YHHBEpcUTET VHHOIMOIUCY
(manee — Ilomuruka) onpenenseT OCHOBHBIC IPUHLUIB ¥ YCIOBHS 00paboTKH
nepcoHalbHeIX JaHHBIX (Hanee — [1JJn) B AHO BO «Yaupepcurer Munomomucy (nanee —
YHHUBEPCHTET), a Takke Mepsl 10 obecriedeHuro 6ezonacHocTy [T/ B YHUBEpCHTETE.

1.2. Hacrosmas Ilonuruka sBAsSETCS OCHOBOMOJAralONIMM HOPMAaTHBHEIM
JOKYMEHTOM, ONPEHC/IAIOMMM IPUHIUIIEI 00paboTky U 3amuTel [1J[H moap30BaTene,
o0OpabaTsIBaEMBIX OIIepaTopoM ¢ UCTIO/IB30BAHHUEM AHQOPMAIIOHHO-
TENEKOMMYHHUKAIMOHHEIX CEeTeH, ONpeleNseT LNy, IPaBOBhIE OCHOBaHMA, MOPSIIOK U
0o0veM oOpabareiBaeMbrx IIJIH monp30BaTENEd; COACPIKMT CBENCHUS O PEANU3yEMBIX
TpeboBaHuAX K 3ammre oOpabaTeiBaeMbIx [1/[H; onpeenseT mOpSa0K B3aUMOACHCTBHS C
cyobexramu I1/IH py NOCTyIIEHUM OT HUX OOpalieHui.

1.3. Hacrosmaa Ilomuruka paspaboTaHa B COOTBETCTBHM C TpeOOBaHHAMHU
DenepanbHoro 3akona P® ot 27 utonst 2006 roga Ne 152-D3 «O nmepcoHaNIBHBIX TaHHBIX)
(manee — 3aKOH O NMEPCOHATBHBIX IaHHBIX ), UHBIX (eIepaTbHBIX 3aKOHOB, PETYIHPYIONIIMX
Bonpocsl 0dpaboTku [T/]H, a TakKe NPHUHATHIX B UCTIOTHEHUE MOJ3aKOHHEIX HOPMATHBHEIX
IIpaBOBBIX aKTOB PD.

1.4. Hacrosmas ITonuTuka sfBISETCS 00S3aTENBFHOM K HCIOIHEHHIO IS BCEX
COTPYIHHKOB M CTPYKTYPHBIX MOJApa3feieHUii YHUBEPCUTETa, OCYIIECTBIISIOIINX
obpabotky I1/1H.

1.5.  Hacrosmas I[Tonutnka ssnsercs 0643aTenbHOM K HCIOTHEHHIO IS BCEX
IT/In xak oGpabaTbiBaeMBIX 0€3 MCIIONB30BAHMS CPECTB aBTOMATH3AIMH, TaK U MPH HUX
obpaboTke B HHOOPMAIIMOHHBIX CHCTEMaX IEePCOHATBHBIX NaHHBIX (nanee - UCIIH), B
TOM YHCIIe, HO HE OrpaHMYMBasCh: MHTEpHET-caliTax mo aapecaM: innopolis.university,
university.innopolis.ru, Bcex NMOJIOMEHaX 3THX CalTOB, WHHIX caiiTax YHUBEPCHTETA,
BHyTpeHHUX MCII/IH, oTMedeHHBIX B peecTpe omnepaTopoB [1/In ®enepanbHoit cinyKOb!
IO HaZ30py B chepe CBA3H, MHPOPMALMOHHBIX TEXHOIOIHH U MacCCOBBIX KOMMYHUKAIIH
(Pockomuamzopa).

1.6. AxtyanpHOM cuutaercs Bepcus I[loquTHKM, OMyONMKOBaHHas Ha
KOPIIOPATHBHOM CalWTe YHUBEPCUTETA B HHPOPMAIIMOHHO-TEIEKOMMY HUKAIIHOHHOM CeTH
«MuTepreT no agpecy: Innopolis.university.

1.7.  [aBas cormacue Ha o6pabGorky II1/{n, cy6mexr IIJ[H cornamaerca ¢
ycinoBuAMHU 0b6pabotku u 3amuts [1/{H, yKazaHHEIME B HacTosel [TonuTuke.

2, OcHOBHBIE TEPMHHBI U ONpeJeIeHH A

2.1. B wnacrosmed ITonmuTuKe MpUMEHEHBl TEPMHUHBEI C COOTBETCTBYIOIIUMHU
ONpeIeICHUAMU:

2.1.1. ABToMaTH3MpOBaHHasd 06paGoTKa MePCOHANBHBIX JAHHBIX - 00paboTKa
NEPCOHANBHEIX JaHHBIX C MOMOLIBIO CPEACTB BEIUUCIUTEIBHON TEXHUKH.

2.1.2. buomerpHYecKHe MEPCOHATbHbIE [JaHHbIE - CBEICHHA, KOTOPEIE
XapakTepyu3yroT (U3NONOrHYecKHe ¥ OHOJOTHYecKHe OCOOEHHOCTH 4YeIoBEeKa, Ha
OCHOBaHMH KOTOPBEIX MOJKHO YCTAHOBUTBL €r0 JHYHOCTH M KOTOPBIE HCIIONB3YIOTCS
OIIepaToOpPOM I YCTAHOBIEHUS THYHOCTH CyOBEKTa MEPCOHATBHEIX TAHHEBIX.

2.1.3, BJ’IOHI’IPOB&HHG& NEPCOHAIBHBIX JAHHBIX - BPEMEHHOE IIpEKpalleHue
00paloTKM IEPCOHANBHBIX IAaHHBIX (32 MCKIIOUEHHMEM ClydaeB, eciu 00paboTka
HeoOXo1MMa U1 YTOYHEHHUS IEPCOHABHBIX TAaHHBIX).



2.1.4. AndopManHoHHAS CHCTEMA MEPCOHAJBHBIX JAHHBIX - COBOKYITHOCThH
NepCOHANBHBIX MaHHBIX, cojepxKaluxcsd B 0azax JaHHBIX M 00ECIeyYMBaIOUIUX HX
00paboTKy MHGOPMAIIMOHHBIX TEXHOIOTHI U TEXHUYECKUX CPEJICTB.

2.1.5. KonpuaeHnHaJbHOCTh, MEePCOHAJIBHBIX JAaHHBIX - 00f3aTenpHOE I
oIepaTopa ¥ MHBIX JIMII, IOTy4HUBUIMX AOCTYIN K IIEPCOHAIBHBIM JaHHBIM, TpeOOBaHKE HE
nepelaBaTh TpEeTbUM JMIIAM IIEpCOHAjJbHBIE [aHHBIE 0e3 coruacus CcyOBeKTa
[IEpCOHAIBHEIX TAaHHBIX UM HHOT'O 3aKOHHOI'O OCHOBAHHS.

2.1.6. OTBeTcTBEHHBIH 32 OpraHU3aNHI0 00pPad0TKH NePCOHANBLHBIX JaHHBIX B
OpPraHM3alMH - HAa3HA4YCHHBI I@PUKa30M [UpeKTopa OpraHu3alid pabOTHHK
YHuBepcHUTETa, OTBEYAIOUIMKA 3a CcOONMIOJeHHe OpraHu3alueil W ee padOTHHKaMHU
3aKoHoJaTenbscTBa Poccuiickoit ®epepanuu 0 NMEPCOHANBHBIX JAHHBIX, B TOM YHCIIE
TpeOOBaHUH K 3alUTe IEPCOHAIBHBIX JaHHBIX.

2.1.7. HecaHKUHOHMPOBaHHBIH A0CTYN - HOCTYyN K uHpopmaumu, UT-cucrtemam
1 xomnoHeHTaM M T-uHQpacTpyKTyphl /1ML, He UMEIOIIKUX Ha 3TO MPaBo, B HapyLIECHHE
IpaBUJI pasrpaHdyeHus JAOCTyNa, HO C HCIOAL30BAHMEM INTAaTHBIX CPEICTB,
IPENOCTABISEMBIX CPEACTBAMM BBIYHCIUTEIBHON TEXHUKM HIM HH(QOPMALMOHHON
CHUCTEMBI.

2.1.8. Onepatop mepcoOHANBHBIX [JaHHBIX - TOCYJApCTBEHHBIH Oprax,
MYHMLMIANBHBIA OpraH, IOpUIXYeckoe WM (PU3MYECKOE JIUI0, CAMOCTOSATENBHO HIIH
COBMECTHO C APYT'MMH JIUIIAMHU OPraHMU3yIOmue U (WiIM) OCyHIeCTBIIAONME 00paboTkKy
IIEPCOHAIBHBIX [AHHBIX, a TaKKE OIpelessIomue Lend o0paboTKH IEepCOHAIBHBIX
TaHHBIX, COCTaB IIEPCOHAIBHBIX JaHHBIX, TOIeXKamX 00paboTke, 1eHCTBYSA (ONepalin),
COBEpIIAEMBIE C IIEPCOHATBHBIMH TaHHBIMH.

2.1.9. OOesnnuuBaHHe NEPCOHANBHBIX JaHHBIX - JCHCTBUA, B pe3yJbTaTe
KOTOPBIX CTAHOBHUTCSI HEBO3MOXKHBIM 0€3 UCII0Ib30BaHUs IOIIOIHUTEIbHON HHPOpMali
OTNPEJIeNNTh TPHHAAACIKHOCTh MEPCOHATBHBIX JAaHHBIX KOHKPETHOMY CyOBEKTY
MEPCOHATBHBIX JaHHBIX.

2.1.10. O6paboTka mepcoHAJBHBIX JAHHBIX - TI000€ NeHcTBUE (OmepaLus) UK
COBOKYIIHOCTh JeHcTBUH (omepaluif), COBEpIIAEMBIX C HCIOJIB30BAHHEM CpEICTB
aBTOMAaTHU3alMK WK 0€3 MCIONB30BAaHUS TaKHUX CPEJICTB C NMEPCOHAIBHBIMH JaHHBIMHU,
BKIIfOYast ¢OOp, 3amuch, CHCTEMATH3alMIO, HAKOIUIEHWE, XpaHEHWe, YTOYHEHHE
(o6HOBIIEHKE, W3MEHEHHE), U3BICYECHNE, UCIIOIB30BaHue, Nepeaady (pacnpocTpaHeHue,
IPENOCTaBIeHNEe, NOCTYIM), o0e3nuuuBaHue, OJOKMPOBaHHE, YIalE€HHE, YHUYTOXKEHHE
NEPCOHAIBHBIX JAHHBIX.

2.1.11. IlepcoHaabHbIe JaHHBbIE - TI00as UHGOpPMALIKA, OTHOCALIAACS IPAMO HIH
KOCBEHHO K OIpENEIeHHOMY WM oOmpenenseMoMy ¢usndeckoMy mauny (cyOmpexTy
[I€PCOHAIBHBIX JAHHBIX).

2.1.12. IIpenocTaB/ieHHe MePCOHAJBHBIX JaHHBIX - IEHCTBUS, HAIIPaBICHHBIEC Ha
PAaCKpBITHE IEPCOHANBHEIX JaHHBIX ONpPEACHECHHOMY JHIy HIH ONpPENEICHHOMY KpyTIy
ML

2.1.13. PacnpocTpaHeHHe MepCOHANBHBIX JaHHBIX - JACHCTBUA, HAMIPABICHHEIE
Ha PacKpBITHE [IEPCOHAIBHBIX IaHHBIX HEOIIPEIETICHHOMY KPYyTy JIHIL.

2.1.14. CpneunajbHble KATeropHH NepPCOHAJbHBIX JAHHBIX - [IEPCOHAIBHBIE
JAHHBIE, KacalOIIMECsd pPACOBOM, HALMOHAJIBHOM IIPUHAIIEKHOCTH, IOJIUTUYECKUX
B3IJI510B, PEIUTHO3HBIX UK QUIOCOPCKUX yOIKIeHUH, COCTOSHMS 300POBLS, HHTHMHOMH
MKU3HU, O CYIUMOCTH.

2.1.15. CTpykTypHOe moJpa3iejeHHe - TIOJpPA3JCICHUE Y HUBEPCHUTETA,
ABJIAIOLIEECS UCIIONHUTENEM OTAEIBHBIX MPOLEeccoB, QyHKIMH, paboT, y4acTByromee B



XO3SHMCTBEHHOH [HEATENBHOCTH YHUBEPCUTETa, HO HE HMMEIOINEe XO03AHCTBEHHOM
CaMOCTOSITEIBHOCTH B paMKax Y HUBEPCUTETA.

2.1.16. Cy0beKT mepcoHaJbHBIX JaHHBIX - QU3MYECKOE JIUI0, KOTOPOE MPSIMO
VJIY KOCBEHHO ONPEEIEHO WU ONPeaesieMO ¢ IIOMOIIBIO IIEPCOHATBHEIX JaHHEIX.

2.1.17. Tpanerpanu4ynasi mnepejaya MepCOHANBHBIX TaHHBIX - IIepenaya
IIEPCOHANIBHEIX JAaHHLIX HA TEPPUTOPHIO WHOCTPAHHOIO IOCYyAapcTBa OpraHy BJIacTH
HMHOCTPAaHHOIO T'OCY 1apCTBa, HHOCTPAaHHOMY (QU3UYECKOMY WM FOPUAMYECKOMY JIUITY.

2.1.18. Tperbn auna - mo0sle PU3NIECKHUE U, HE ABIAIOINMECS pabOTHUKaMU
VYuupepcutera, moOble IOpPUAMYECKHE JHIA, MX OObeIWHEHMs, NODKHOCTHEBIE JIHIIE,
OpTaHbl rOCY IapCTBEHHOM BI4CTH ¥ MECTHOI'O CaMOYIIpaBJICHUs, HHBIE JIUI[A, C KOTOPBIMU
YHUBEPCUTET BCTYNAET B KaKue-Tu00 MPaBOOTHOIICHHUS.

2.1.19. YHuYTOXKeHHe NepPCOHANBHBIX XAHHBIX - ICHCTBHA, B pE3yJIBTaTe
KOTOPBIX CTAHOBUTCH HEBO3MOXKHBIM BOCCTaHOBUTH COAEPIKaHNE NEPCOHATBHBIX JaHHBIX
B MHOOPMAIMOHHON CHCTeMe NEPCOHATBHBIX NaHHBIX W (MJIH) B pe3ylbTaTe KOTOPBIX
YHHUYTOKAIOTCA MaTepHaIbHBIE HOCUTENIH NEPCOHANBHBIX TaHHBIX.

3. OcHoBHbIE NPHHIHIILI 00PadOTKH NMEePCOHANBHBIX JaHHBIX

3.1. VYHuBepcuTeT, SBIAACH B COOTBETCTBHH C TIOJIOXKEHUSIMH 3aKoHa O
IIEPCOHANBHEIX JaHHEIX omneparopoM II/[H, B cBoell AedATenpHOCTH OOECIEYHBacT
coOIroieHre CleayoImuX IpuHuunor obpadbotku [1/1H:

3.1.1. Oob6pabotka I1/1a ocyiecTBIgeTCA Ha 3aKOHHOH U CIIpaBEAJIUBOM OCHOBE.

3.1.2. Obpaborka IT/[H orpaHuuMBaeTCs AOCTHIKCHHEM KOHKPETHEIX, 3apaHee
OIIpeleIeHHBIX U 3aKOHHBIX Leneil. He npousBoautcs obpabotka I1/1H, HecoBMecTHMas ¢
uensmu coopa [1/1H.

3.1.3. He mpousBogutrcs oOweauHeHHe 0a3 MaHHBIX, comepykammx [I/1H,
00paboTKa KOTOPBIX OCYILECTBIIAETCS B IEIX, HECOBMECTUMEBIX MEXIY COOOIA.

3.1.4. OOpabotke nonseprarorcst ToyibKo I1/[H, KOTOpBEIE OTBEYAIOT LIENSIM HX
obpaboTku.

3.1.5. Copmepxanue u o00beM oOpabateiBaeMbix IIJ[H  COOTBETCTBYIOT
3adBJICHHBIM LensaM o0pabotku. ObpabateiBaeMble I1)]IH He ABIAIOTCS H3OBITOUHBIMY T10
OTHOIIIEHHUIO K 3asIBJIEHHBIM LIEJIM UX 00paboTKH.

3.1.6. Ilpu obpabotke I1/In obecnieunBaercs TounocTs [TJIH, MX JOCTaTOYHOCTS,
a B HEOOXOJUMEBIX CIIydasX U aKTyaJbHOCTB IO OTHOIIEHHIO K liensaMm obpaborku I1/IH.
YHUBEPCUTET IPUHUMAET HEOOXOTUMEIE MEPHI I10 YJAICHHIO WK YTOYHEHHIO HETOJHEIX
Uiy HetouHsix [1/H.

3.1.7. Xpanenue IIJIH ocymecTtBusercd B (GopMe, MO3BOSIOLICH OINpeNeInTh
cyowsekta IIJIH, He nonswie, yem storo TpelyioT nemu obpaborku I[1/IH, ecmu cpok
xpanenus I1J[H He ycTaHOBIEH (QelepalbHBIM 3aKOHOM, JOTOBOPOM, CTOPOHOM KOTOPOTO,
BBIFOJIONIpHOOpETaTeleM WIM HOpPYYHMTeNeM, II0 KoTopoMmy sBisercs cyOwsext I1/IH.
Ob6pabatsiBaecMble I1/H yHHYTON)AIOTCS TG0 00E3MMYMBAIOTCS 1O JOCTIHIKEHUU LieJieit
00pabOoTKM HIIU B CIIy4Yae YTPaThl HEOOXOAMMOCTH B TOCTHIKCHIH ITHX LIEJIEH, €CIH HHOE
He NPEeLyCMOTPEHO (eaepaqbHEIM 3aKOHOM.

3.1.8. VYHHUBEpCUTET HNPOBOAUT HEOOXOMUMBIE MEPOIPUATHSA Uit oOecreYeHus
OesonacHocTH oOpabareiBaeMbIx I1/1H.

4. Iles1n 00paGoTKH NePCOHANBHBIX JaHHBIX
4.1.  O6pabotka [T/IlH YHUBEPCUTETOM OCYLIECTBIISETCS B CIEAYIOIINX LENAX:



4.1.1. Opranusanmsa  TPYJOBBIX  B3aUMOOTHOIIEHHWM C  COTpYIHUKAMHU
Yuupepcurera. CucreMaTH3allis CBEICHUN O IIepCOHaNe, BeICHUE KaJpOBOIO WU
ApXHMBHOTO JEIONPOM3BOACTBA, COCTABICHHE CIPABOYHHKOB M AIpPECHBIX KHHUT (B
OyMa&)KHOM H 3JEKTPOHHOM BHIE), OQOpPMICHHME [OJUCOB O0s3aTENBHOTO U
N0OPOBOJIBEHOIO MEIUIMHCKOIO CTPaXOBaHMsA, COIMAIBHBIX BRIIUIAT ¥ WHBIX IMOOIIPEHHIA
YHuBEpcUTETA.

4.1.2. B3aumopeicTBHE ¢ OAHKOBCKUMH M KPEAUTHBIMH OpTaHU3alMAMM Kak Ui
oopMIEeHHST 3apIUIATHBIX CYETOB, TakKk W IS TIOATBEPXKICHWS (OMPOBEPIKEHUA)
UHpOpMALUY, [IPEJOCTaBIEHHON cyOBeKTOM OaHKOBCKUM OpraHU3aIlisIM.

4.1.3. 3axmroueHue, WCINOJIHEHWE M IPEKpalleHHE TIPaKTaHCKO-TPABOBBIX
IIOTOBOPOB ¢ (U3WYECKUMH,  IOPUAMYECKUM  JHIIAMH,  WHIUBHIYalbHBIMU
NIPEANIPHUHUMATEIAMHA U WHBIMHU JIMIIAMH, B CIIydasx, [IpeXyCMOTPEHHBIX AEHCTBYIOLINM
3aKOHOJATEILCTBOM U HOPMaTHBHEIMY JOKyMeHTaMu Onieparopa.

4.1.4. OcymectBieHne 00pa30BaTeNBHON JEATENBHOCTH (IO TporpaMMmam
BRICIIEr0  00pa3oBaHHS U JONOJHHUTEIBHOTO MpO(EeCCHOHAJIBHOTO H  OOIIEro
o0pa3oBaHus).

4.1.5. CogpelicTBHE B TPYJOYCTPOMCTBE 00yYarOMUXCs (3aKOHYMBIIUX 00y4YEHHE),
BBIBJICHHE IIpEyCIeBArOMMX (TaTaHTIMUBBIX) OOYYArOUIMXCS C LENBI0 Pa3BUTUS HX
IpO(MECCHOHATBHEIX HABBIKOB, MOJEpHU3ALMM OOyYarOIMX IpOrpaMM, CO3[JaHHUS
IIPOrpaMM JHUCTAaHIMOHHOTO O0y4YeHHS.

4.1.6. Opranuzanms ¥ TPOBEINCHHE OJUMIMAA IO Pa3IMYHBIM HallpaBICHISIM
IIOATOTOBKM, 3KCKyPCHH M MHBIX 00pa30BaTENbHEIX U HAYYHBIX MEPOIIPHUATHI.

4.1.7. Opranusanus 4 TPOBENEHHE MAacCCOBBIX MEpPONPUATHHA, KoH(epeHIui,
CEMHHAPOB, IEJIOBBIX BCTPEY M UHBIX MEPOIPUSTHI, OCYLIECTBIIEMEIX Y HUBEPCUTETOM
IUIsE COOCTBEHHBIX HYJ)KI, IO JOTOBOPY OKa3aHUs YCIyr WIA Ha WHBIX 3aKOHHBIX
OCHOBAHMUSIX.

4.1.8. Coop cratuctuyeckoil wuHGOpManMu 00 HCHONB30BAHHU CEPBUCOB H
peCypcoB Y HHBEpCUTETA B UHPOPMAIIMOHHO-TEJIEKOMMY HUKAIIMOHHOH ceTu «IHTepHEeT».

4.1.9. Cb6op ayTeHTH(DUKAIMOHHON HHPOPMAUIMK IS TIPEeIOCTaBICHUS TOCTYIIa K
MHPOPMAI[OHHO-TEIEKOMMY HUKaIIMOHHON ceTH «HHTepHET TEXHUYECKUMHU
CpeICTBaMH Y HUBEPCUTETA.

4.1.10. OxazaHue ycIyr @O pa3MEUIEHHI0 B MeCTaXx BpPEMEHHOTO
IIPOYKHUBAHMSL.
4.1.11. Hcnonnenne TpeOOBaHMI 3aKOHOZATENbCTBA IO NPEIOCTABICHHIO

OTYETHOCTH B GOHIBI IEHCHOHHOT0, COITHAIFHOTO CTPaXOBaHHs ¥ MHBIE TOCY JapCTBEHHEIE
OpraHu3aluH.

4.1.12. Pacnpoctpanenue wuHpopManuu O [AESITENHHOCTH Y HUBEPCHTETA,
NPOABWKEHMS YOIyl  YHUBepcuTeTa, (QOPMHPOBAHHE PEKIAMHOTO  KOHTEHTa
Yuuepcureta u myonukaiuii B CMU U colUabHBIX CETAX.

4.1.13. YnydmieHne — KadecTBa — OOCITY)KMBaHMs  [OJIb30BaTellell U
MOJCPHU3ANNA HWHTEPHET-PECYPCOB OllepaTopa IMyTeM 00paboTKH 3ampocoB U 3aIBOK OT
10JIb30BATEIIs.

4.1.14. CraTucTHdeckue W MHBIE HCCIIEJOBaHHS Ha OCHOBE OOC3THUEHHOMN
MH(pOpMAIUH, IIPETOCTABICHHOM MMOIB30BATEIEM.

4.1.15. QopMUpOBaHUE CTATUCTHUYECKOH OTYETHOCTH M OCYIIECTBIICHHUS
XO034MCTBEHHOH nesrensHocT Opranu3aliuim.

4.1.16. OcCyIIecTBIEHUE MPOIYCKHOIO M BHYTPHOOBEKTOBOIO PEKUMOB B
YHuBepcurera.



4.1.17. Cos/lanue nepCcoHaNbHBIX HICHTH(QHUKATOPOB MOIb30BATEINS C TR0
IOy YeHHUs CyOBEKTOM JIOCTyIIa K CUCTEMaM U CepBHCaM Y HUBEPCHUTETA.

3 Obpabotka I1/lH YHuBepcuTeTa BeIeTCS Ha 3aKOHHOW M CIIpaBeTUBOM
ocHoge. [IpaBoBeiMu ocHOBaHMAME A7 00paboTku [1/1H sBisOTCS:

5.1.  Koncrurynus Poccuiickoit @enepanmu.

5.2.  Tpynosoii koaexc Pocceutickoit @enepanuu.

5.3. Hanorossrii kogexc Poccuiickoit @enepanuu.

5.4. Oepnepaneuelii 3akoH PO or 6 gexabps 2011 roma Ne 402-@3 «O
OyXraJTepcKoM yueTey.

5.5. ®epepanbublit 3akoH P® or 22 oxtsabps 2004 roma Ne 125-®3 «O6
apXuMBHOM [ene B Poccuiickoit @eneparumy.

5.6. ®enepanbHplii 3akoH P® ot 29 gexabps 2012 roma Ne 273-®3 «O6
obpazosanuu B Poccuiickoit @eaeparum».

5.7. ®@epepanbHbi 3akoH PO ot 6 anpens 2011 roma Ne 63-®3 «O6 371eKTpOHHOM
1IGPOBOIH TOAIKUCH.

5.8. ®ecnepanbubiit 3akoH P® or 1 ampens 1996 roma Ne 27-®3 «0O6
WHIMBUIYalbHOM  (NIEPCOHM(UUIMPOBAHHOM) YuYeTe B cHCTeMe 00S3aTelEHOTO
IIEHCUOHHOTO CTPaXxOBaHUSY.

5.9. @enepansHselii 3akoH PO ot 24 mrons 2009 roga Ne 212-03 «O ¢TpaxoBEIX
B3HOcax B llencuonnsit pong PO, ®ona coumansHOro crpaxosanus PO, GenepaibHerit
@onx 0043aTENBHONO MEAMLMHCKOTO CTPaxXxOBaHHS M TEPPUTOPHANbHBEIE (OHIBI
0053aTeIbHOT0 MEIUIIMHCKOTO CTPaXOBAHUS.

5.10. ITocranosnenue [IpaButensctBa PO oT 9 oxtsa6ps 2015 roga Ne 1085 «O6
yrBepxaeHuu [IpaBui npenocTaBieHns TOCTUHIYHEBIX yCIyT B Poccuiickoit @enepanuny.

5.11. VYcraB AHO BO «YHuBepcurer MHHOIIOIUCY.

5.12. HHple HOpMAaTUBHBIE JOKYMEHTHI, B TOM YHCIE JOKAJIbHBIC HOPMAaTHBHEIE
aKThl Y HUBEPCUTETA, JIefcTBUE KOTOPBIX periaMmeHTupyet oopaborky I1/1H.

6.1. OcHoBHEIME KaTeropusimu cyOwexToB [1/[H, ypu manHBIE 00pabaTHIBAIOTCS B
YHUBEpCUTETE SBIAIOTCS:

6.1.1. ®u3pyecKue IUIA, COCTOAMIME B TPYNOBBIX M TI'PaXKIAHCKO-IPABOBHIX
OTHOILIEHHUSAX ¢ Y HUBEPCUTETOM.

6.1.2. ®usHYeCKHe IHUIA, COCTOAIIME B TPYAOBBIX M TPaXIaHCKO-IIPABOBBIX
OTHOILEHUAX ¢ KOHTpareHTaMHu Y HUBEPCHUTETA.

6.1.3. Ouspueckue JHla, MOCEMAIOIINAE HHTEPHET-PECYPCH Y HHUBEPCHUTETA, a
TaK)Ke MOJIB3YOIUECS HHTEPHET-CEPRUCAMH Y HUBEPCHUTETA.

6.1.4. ®usuueckre IUNA, KOTOPHIM YHHBEPCUTET OKa3hIBaeT YCIYTH B paMKax
CBOEH SKOHOMHUYECKOH 1eATENBHOCTH.

6.1.5. ®usudeckue IHIa, MOCELIAIOIINE TEPPUTOPHIO Y HUBEPCHTETA.

6.1.6. ®usuyecKue IHIla, ABJLIOMIAECS KAaHIUIATAMU Ha 3aMEIleHHe BaKaHTHEIX
JOJDKHOCTEH.

6.1.7. ®usudeckue Iulla, ABLIOIIKECS OOYYAIOIIMMECA WIH aOWTypHEHTaMH
YHHBEPCCUTETA, a TAKKE JKEJIAIOIINE TPOMTH ClIeNHATH3UPOBaHHbIE Kypchl OpraHu3aiuy.

6.1.8. ®Ouzpyeckue aula, MNPEACTABIAIOINE HHTEPECH JIHI, HE JOCTHITINX
COBEPIICHHOJIETHS, MO0 HE MMEIOIIUX BO3MOMKHOCTH CAMOCTOSTEIBHO TIPEICTABIIATH
CBOM MHTEPECH] B Y HUBEPCUTETE.

6.2. Jlna xareropuii cyonsexToB [1/1H, yka3aHHBIX B II. 6.1. HacTosei [TonuTuky,
0bpabaTeIBarOTCA CIEIYIONIHE IEPCOHAIBHEIE JaHHEIE:

6.2.1. ®amunusg, Umsa, OtyecTso.



6.2.2. PeKBU3HUTH JOKYMEHTA, Y IOCTOBEPSIOIIET0 TUYHOCTE.

6.2.3. @ororpadus cydbeKTa, He HeCyIas IIPU3HAKOB OMOMETPHH.

6.2.4. Cpesernss o0 oOpasoBaHWM, Kypcax TIOBBIIICHHS KBaaubUKALHH,
IOIIOJIHATEIBHOM CIIENHaTU3UPOBAHHOM 00y ICHHN.

6.2.5. WUpentuduxauonHslii Homep Hamoromiareasmuka (MHH).

6.2.6. CtpaxoBoii HOMep HHAMBUIYadsHOTO Junesoro cuera (CHUJIC).

6.2.7. CBenenus o MponUcKe, MecTe GaKTUIECKOTrO NIPOKUBAHUS.

6.2.8. Cpenenus 0 ceMEMHOM IT0JI0KEHNH, HAJTMYHMU JeTel ¥ MKIUBEHIIEB.

6.2.9. baHKOBCKHE PEKBU3UTEL.

6.2.10. CeezneHus o pasmepax U CTpYKType 3apaboTHOM ILTaTHL.

6.2.11. KoHTaKTHBIE JaHHBIE, B TOM YUCIe MOOUIBHBIN TenedoH, ciyKkeOHas
noyra, uaeHTHuduUKaTop B MecceHmKepe Telegram.

6.2.12. CTaTUCTHYECKHUE CBEAEHUS O IOCCIIACMBIX CTPaHHIAX HHTEPHET-

pecypcoB YHuBepcuTeTa (IocelaeMble CTpaHHIB, BpeMs HaXOXKICHHA Ha CTpaHHIIE,
rmyOuHa TIOMCKa, HUCIONB3yeMblii Opaysep, CHCTEMHOE BpeMs, YHHUKAJIbHEIH
WICHTA(DHUKATOP I0/Jb30BaTENs, ip-ajapec, mpoBaiaep, ¢aiasl cookies, mapamMeTps
WebGL, Toykm BXoma M BBIXOZA C calita, Hu(poBOH oTmeyaTtok Opaysepa (canvas
fingerprint) u mp.).

6:2.13. Jlnst GU3HYecKuX JIUIL, He JOCTUTIIMX COBEPIISHHONETHS — CBEIESHHUS
0 JIMIax, MPEeIOCTABIIMIOMINX MX HHTEPECH.

6.2.14. WHurle nanHBIE, HE TpoTHBOpedaimue uensMm obpabotku II/IH B
YHuBepcurere.

7 ITopsnok u yecnoBusa o6paborku I1]H:

7.1.  Omneparop B paMKax CBOEH HEATENIBHOCTH COBEPIIACT C MEPCOHATBHBEIMU
NaHHBIMU, YKa3aHHBIMHU B II. 6.2. HacTosmied [lonuTuku, ciaemyroniue AeHCTBUA Kak II0
OTIETBHOCTH, TaK M B COBOKYIIHOCTH: COOp, 3aIMCh, CHCTEMaTH3alllio, HaKOILUICHHUE,
XpaHeHHE, YTOYHEHHWE, W3BJIEUEHUE, MCIOIb30BAHUE, [epenady, o0e3InyruBaHue,
ylajeHue, ONOKHMpOBaHME, YHHYTOXKEHHE M TpOYMe JEHCTBUA, HEOOXOMHMMBIC I
nocTikenus ueneit oopadorku I1/[H 1 He Hapynaroume npasa cyosexra IT/IH.

7.2. Bce gelicTBusd, ykasaHHbIe B I1. 7.1. HacTosmiel [TOMWTHKH, MPOHU3BOIATCS
OIIEpaToOpPOM CIIELYIOIIUMHU CIIOCO0aMHU:

7.2.1. be3 UCTIONB30BaHUs CPEICTB ABTOMATH3ALHH.

7.2.2. C ucnonp30BaHUEM CPEACTB aBTOMATH3ALIHMH.

7.2.3. CMelaHHbIM CIIOCO00M.

7.3. YHuBepcuTeT MOKeT nepenasars [1[H cyObeKTOB TPETEUM JIMIAM B CIIydae,
eCIIH:

7.3.1. YHusepcuret generuposai o6padotky [1/1H TpeTheMy IHILy.

7.3.2. Ilepenaya I1Jn HeoOxoauMa 17151 BEITIONHEHUS. JOTOBOPHBIX OTHOIIECHHIA,

7.3.3. Ilepenaya HeoOxomuMa NIl OCYIIECTBIEHHS OAHKOBCKHX YCIYT, VCIYT
COLIMaJIBHOI0, MEAUIIMHCKOIO ¥ IEHCHOHHOTO CTPaXOBaHHMS.

7.3.4. Tlepenaya I1/JH HeoOXoauMa opraHaM [O3HAHHS, HHEIM YIIOJTHOMOYEHHEIM
OopraHaMm I10 OCHOBAaHMAM, IIPEIyCMOTPEHHBIM IEHCTBYIOUIUM 3aKOHOJATEIECTBOM
Poccutickoif ®enepanuu.

7.3.5. B WHBIX 3aKOHHBIX CIy4asx, He IPOTHBOPEYAIINX 3aKOHOAATEIBCTBY P® 1
HE HapylIaromux npaga cyosexra [1/1H.

7.4. Oobpaborka II[lH ocylecTBIseTCcs B COOTBETCTBUM C TpeOOBaHUAMU
3akoHonaTenscTBa PO mo obecneuenuro koHpuneHumansnoctn [1/JH. BHeapenue mep
3alUTE UHGOPMALMK H KOHTPOIIb 33 UX COOIIOJCHHEM OCYIUIECTBIACTCS COTPYIAHHKOM,



OTBETCTBEHHBIM 3a o0ecneyeHne OezonacHocTH 11/[H, Ha3HaUeHHBIM [IPUKA30M IUPEKTOpPa
Y HUBEpCHTETA.

7.5. VHHUBEpCHUTET MOXET HCIOJIb30BaTh CTOPOHHUE HHTEPHET-CEPBUCHI
(TEXHOJNIOTUN TPETBUX JHUIL) IS OpraHu3auuu cOopa CTATUCTUYECKMX IMEPCOHATBHBIX
IaHHBIX, CTOPOHHHE WHTEPHET-CEPBUCHI, 00ECHEUUBAIONIUE XPAHEHHUE I[OyYEHHBIX
IAaHHBIX Ha coOCTBEHHBIX cepBepax. OmnepaTop He HECET OTBETCTBEHHOCTH 3a
JIOKalIM3alHi0 CEPBEPOB CTOPOHHUX HMHTEPHET-CEpBUCOB. [Ipu 3TOM Takue CTOpPOHHHE
UHTCPHET-CEPBUCH  (TEXHOJIOIMM TPEThUX JIMI[), YCTAHOBJIEHHBIE Ha caiite u
UCTIONB3YEMBIE  OINEpaTopoM, MOIYT YCTaHaBIMBaTh U CYHTHIBATH cookie-daitinsl
Opay3epoB KOHEYHBIX MOJIB30BaTeNel caliTa WIH KCIOIb30BaTh CETEBble Masuku (web
beacons) m11 cOopa WHGOpMalUM B IpOLIECCE PEKIAMHON OeATEIBHOCTH Ha caite.
ITopsimok cOopa M MCIIOIB30BaHUS JaHHBIX, COOMPAEMBIX TAKUMH CTOPOHHHMU HHTEPHET-
CepBHCaMH (TEXHOIOTHAMM TPETBUX JIMIl), ONPEAEIACTCS CaMOCTOATENBHO 3TUMHU
CTOPOHHHMM MHTEPHET-CEPBUCAMH, U HEIIOCPEICTBEHHO OHH HECYT OTBETCTBEHHOCTH 32
cO0JII0IeHNE ITOTO MOpsAKa M MCMOIB30BaHUE COOMPAEMBIX UMM JaHHBIX, B TOM YHCIE
3TH CTOPOHHHUE MHTEPHET-CEPBUCH! OTBEUAOT U 00ECIIEYMBAOT BHIIOIHEHHUE TPeOOBaHUH
NPUMEHHUMOTO 3aKOHOJATEIbCTBA, B TOM 4YHC/IE 3aKOHOJATE/IbCTBA O IEPCOHATBHBIX
AaHHEIX PO,

8. Xpanenue I1/11 u npexpainenue obpadorku I1/1H.

8.1. Xpanenue II/In ocymecTBigercs B (opme, MO3BOJAIONICH OINpeneauTh
cyorekra [1/1H, B TeueHUe cpoka He JoIbIne, yeM 3Toro TpedyroT uenu obpadorku I[1/1H,
KpOME cllydaeB, Korma cpok xpaHeHus [IJ[H ycraHoBieH ¢enepaibHBIM 3aKOHOM,
JOTOBOPOM, CTOPOHOM KOTOpPOIO, BEITOJONPHOOpETaTeNeM WM MOPYYHUTENEM IO
KOTOpoMy sBisercs cyObexT [1][H.

8.2. Xpanenue [1/IH ocyuiecTBiIseTCsS HAa OYMaKHBIX, SJEKTPOHHBIX HOCUTEISIX
B 0azax JaHHBIX U BUPTYaIbHBIX MamuHax. [1JIH, oOpabaTeiBaeMble A TOCTHKCHUS
pasHBIX 1eNel, 00pabaTeIBalOTCA Ha pa3HBIX PU3HYECKHUX UM BUPTYaJIbHBEIX HOCUTEISIX.

8.3. Ilpekpamenue obpabotku [1/][H MpoU3BOAUTCS B CIEIYIOIMIUX CIIyYasX:

8.3.1. Ilenu obpabotku 1111 mOCTUTHYTH! U (WJIM) BEIIIUIA CPpOKU XpaneHus [1][H.

8.3.2. llenu oOpaborku II/lH moTepsyin aKTyalbHOCTh, HEOOXOJAMMOCTH
nponoxenus o0padorku [1J[H OTCYTCTBYET.

8.3.3. Or cybrexkra IIJIH mDOMy4YeHO YBEAOMJIEHHE O HEKOPPEKTHOCTH
oOpabatriBaeMbIx [1]1H.

8.3.4. Ot cybwexra I1I[H momyueHo yBegomieHHe 00 OT3BIBE COIJIacus Ha
obpabotky I1]]H.

8.3.5. CorpynHuKamMu, OTBETCTBEHHBIMH 3a 00paboTKy u obecmeueHue
6esonacuoctu I1/{H, BeIsBICH akT HenpaBoMepHOU 06paboTku IT/]H.

9. IIpaBa cy6bexra [1/]H.

9.1. Cy0Oswexr IIJln umeer mpaso oro3BaTh coriacue Ha obpabGotky I1]1H,
HaIpaBHMB COOTBETCTBYIOLIMH 3allpoc Y HUBEPCUTETY IO MOYTE UM OOPATHBIIUCE JTHYHO.

9.2. Cy6pext II/lz uMeeT TpaBo Ha MONy4YEHHE HHPOPMAIMH, KacCaroIeHcs
obpabotku ero I1/IH, B ToM uncie conepskaieit: moarsepxacaue hakra oopadotku [T/
YHHUBEPCUTETOM; NPABOBEIE OCHOBaHUS U Leau oOpaborku [1[H; nenu u nprMeHseMbIe
YuupepcureroM crocobel o6pabotku [1/IH; HaMMeHOBaHHE M MECTO HAXOXKIECHUS
YHI/IBepCI’lTETa, CBEICHHA O JMnax (3& HCKIIFOYECHHEM COT‘py,ILHHKOB/pa6OTHI/IKOB
YHUBEPHUTETA), KOTOPBIE UMEIOT JOCTYTI K I1JIH MK KOTOPBIM MOTYT OBIT pacKphITh! [1/{H
Ha OCHOBAaHMH JIOTOBOPA C YHHBEPCUTETOM WM Ha OCHOBaHWH (eaepaJbHOTo 3aKOHa,
obpabateiBaemsle I1/1H, oTHOCAIMECS K COOTBETCTBYIOMEMY cyObekTy I1[[H, MCTOYHMK



UX TIOJyYEHUs, €CIM HMHOW MOPANOK IIPEICTaBICHHA TAKUX JaHHBIX HE IPELyCMOTPEH
dbenepanbHbIM 3aKOHOM; cpoku obpaborku I[I/lH, B TOM uuclie CPOKM MUX XpaHEHUI,;
IOpSIAOK  ocyiuecTBieHuss cyovexkrom [IJ/[H mnpaB, npeIycMOTPEHHBIX 3aKOHOM O
IIEPCOHANBHBIX JaHHBIX; MHOOpMaIHI0 00 OCYINECTBICHHOW WM O NpEAIoIaraeMoi
TPaHCTPAHUYHON Nepejade TaHHBIX; HAMMEHOBAHUE WU (aMUIIMIO, UMs, OTYECTBO U
azpec Jjuna, ocymectsugiomero obpaborky II/ln nmo nopyuenuto Omnepatopa, ecnu
o0paboTka mopydeHa wuau OymeT TopydyeHa TaKOMy JHIy; HHBIE CBEICHHS,
IIPEeIYyCMOTPEHHBIE 3aKOHOM O IIEPCOHAIBHBIX JAHHBIX HIM APYTUMH (enepaibHBEIMU
3aKOHAMHU.

9.3. CyOwexr I1/1n BripaBe TpeGoBaTh 0T YHUBepcuTeTa yTouHeHus ero [1/1H, ux
OJIOKMpOBAaHUSA WIM YHHUYTOKEHUS B ciydae, ecnd IIJ[H sABAsAIOTCA HENOIHBIMH,
yCTapeBIIUMH, HETOYHBIMH, HE3AKOHHO IIOJIYUYEHHBIMU UIH HE SBIIAIOTCA HEOOXOAUMBIMU
114 3asBIIEHHOM 1ienu 00padoTKy, a TakKe NPUHUMATD IIPey CMOTPEHHbIE 3aKOHOM MEpHI
TI0 3alUTE CBOUX IIPaB.

9.4. Ecnu cybwext [1/I0 cunraeT, 4T0 YHUBEPCUTET OCYLIECTBIAET 00paboTKy
ero II/ln ¢ HapymeHnuem TpeGoBaHUI 3aKkoHa O IIE€PCOHAIBHBIX NAHHBIX WM HHBIM
00pa3oM HapyllaeT ero npasa u cBoOosl, cyobekT [1/ln BrpaBe obxanoBarh NeHCTBUS
wiu Oe3nelicTBUe YHUBEpCUTETA B YIIOJIHOMOYEHHBIH OpraH IO 3aliuTe IIpaB cyObEeKTOB
NepcoHaNbHBIX JaHHBIX (DenepansHas cioyx0a 1o Hag3opy B cdepe CBA3M,
MH(MOPMAIMOHHEIX TEXHOJOTHH M MacCOBBIX KOMMYyHMKanuil (PockomMHanzop) win B
cy1eOHOM IopsiaKe.
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1. General Provisions

1.1. This Policy for the processing of personal data of the autonomous non-profit
organization of higher education "Innopolis University" (hereinafter - the Policy) defines
the basic principles and conditions for the processing of personal data (hereinafter - PD) in
ANO HE "Innopolis University" (hereinafter - the University), as well as measures to
ensure PD security at the University.

1.2. This Policy is a fundamental regulatory document that defines the principles
of processing and protection of personal data of users processed by the operator using
information and telecommunication networks, defines the purposes, legal grounds,
procedure and volume of processed personal data of users; contains information about the
implemented requirements for the protection of processed personal data; determines the
order of interaction with PD subjects upon receipt of requests from them.

1.3, This Policy has been developed in accordance with the requirements of the
Federal Law of the RF of July 27, 2006 Ne152-FL "On Personal Data" (hereinafter referred
to as the Law on Personal Data), other federal laws governing the processing of personal
data, as well as those adopted in the execution of by-laws acts of the Russian Federation.

1.4. This Policy is binding on all employees and structural units of the University
that process PD.

1.5. This Policy is binding on all PD, both processed without the use of
automation tools, and during their processing in personal data information systems
(hereinafter - PDIS), including, but not limited to: Internet sites at addresses:
innopolis.university, university.innopolis.ru, all subdomains of these sites, other sites of
the University, internal PDIS marked in the register of PD operators of the Federal Service
for Supervision of Communications, Information Technology and Mass Media
(Roskomnadzor).

1.6. The version of the Policy, published on the corporate website of the
University in the information and telecommunication network "Internet" at the address:
Innopolis.university, is considered relevant.

1.7. By giving consent to the processing of PD, the PD subject agrees to the terms
of processing and protection of PD specified in this Policy.

2. Basic terms and definitions

2.1.  This Policy uses terms with the appropriate definitions:

2.1.1. Automated processing of personal data - is processing of personal data.
using computer technology.

2.1.2. Biometric personal data - is information that characterizes the physiological
and biological characteristics of a person, on the basis of which it is possible to establish
his identity and which is used by the operator to establish the identity of the subject of
personal data.

2.1.3. Blocking of personal data is a temporary suspension of the processing of
personal data (unless the processing is necessary to clarify personal data).

2.1.4. Personal data information system - is a set of personal data contained in
databases and providing their processing of information technologies and technical means.

2.1.5. Confidentiality of personal data is a mandatory requirement for the
operator and other persons who have gained access to personal data not to transfer personal
data to third parties without the consent of the subject of personal data or other legal basis.

2.1.6. Responsible for organizing the processing of personal data in an
organization - is an employee of the University appointed by the order of the director of



the organization, who is responsible for compliance by the organization and its employees
with the legislation of the Russian Federation on personal data, including the requirements
for the protection of personal data.

2.1.7. Unauthorized access - is access to information, IT systems and components
of the IT infrastructure of persons who do not have the right to do so, in violation of the
rules for differentiating access, but using standard means provided by computer technology
or information system.

2.1.8. Personal data operator - is a state body, municipal body, legal entity or
individual, independently or jointly with other persons organizing and (or) processing
personal data, as well as determining the purposes of processing personal data, the
composition of personal data to be processed, actions (operations) committed with personal
data.

2.1.9. Depersonalization of personal data - are actions as a result of which it
becomes impossible to determine the ownership of personal data to a specific subject of
personal data without using additional information.

2.1.10. Processing of personal data - is any action (operation) or a set of actions
(operations) performed using automation tools or without using such tools with personal
data, including collection, recording, systematization, accumulation, storage, clarification
(update, change), extraction, use, transfer (distribution, provision, access),
depersonalization, blocking, deletion, destruction of personal data.

2.1.11. Personal data - is any information relating directly or indirectly to a
specific or identifiable individual (subject of personal data).

2.1.12. Provision of personal data - are actions aimed at disclosing personal data
to a certain person or a certain circle of persons.

2.1.13. Dissemination of personal data - are actions aimed at disclosing personal
data to an indefinite circle of persons.

2.1.14. Special categories of personal data - is personal data related to race,
nationality, political views, religious or philosophical beliefs, health status, intimate life,
convictions.

2.1.15. Structural subdivision - is a subdivision of the University that is the
executor of certain processes, functions, works, participates in the economic activities of
the University, but does not have economic independence within the framework of the
University. |

2.1.16. Personal data subject is an individual who is directly or indirectly defined
or determined using personal data.

2.1.17. Cross-border transfer of personal data - is the transfer of personal data
to the territory of a foreign state to the authority of a foreign state, to a foreign individual
or legal entity.

2.1.18. Third parties - are any individuals who are not employees of the
University, any legal entities, their associations, officials, state and local authorities, other
persons with whom the University enters into any legal relationship.

2.1.19. Destruction of personal data - are actions as a result of which it becomes
impossible to restore the content of personal data in the information system of personal
data and (or) as a result of which material carriers of personal data are destroyed.

3. Basic principles of personal data processing



3.1. The University, being a PD operator in accordance with the provisions of the
Law on Personal Data, ensures compliance with the following principles of PD processing
in its activities:

3.1.1. PD processing is carried out on a legal and fair basis.

3.1.2.  PD processing is limited to the achievement of specific, predetermined and
legitimate goals. PD processing is not performed that is incompatible with the purposes of
PD collection.

3.1.3.  The unification of databases containing personal data, the processing of
which is carried out for purposes incompatible with each other, is not made.

3.1.4.  Only PDs that meet the purposes of their processing are processed.

3.1.5.  The content and volume of processed personal data correspond to the stated
purposes of processing. The processed PD are not redundant in relation to the stated
purposes of their processing.

3.1.6. When processing PD, the accuracy of PD is ensured, their sufficiency, and,
if necessary, relevance in relation to the purposes of PD processing. The University takes
the necessary measures to remove or clarify incomplete or inaccurate PD.

3.1.7. The storage of PD is carried out in a form that makes it possible to determine
the subject of PD, no longer than the purpose of processing the PD requires, if the storage
period for PD is not established by federal law, an agreement to which, the beneficiary or
guarantor, to which the subject of PD is. The processed PD is destroyed or depersonalized
upon achievement of the processing goals or in case of loss of the need to achieve these
goals, unless otherwise provided by federal law.

3.1.8. The University takes the necessary measures to ensure the safety of the
processed PD.

4. Purposes of processing personal data

4.1. PD processing by the University is carried out for the following purposes:

4.1.1. Organization of labor relations with the staff of the University.
Systematization of personnel information, maintenance of personnel records management
and archiving, compilation of directories and address books (paper and electronic),
registration policies of mandatory and voluntary health insurance, benefits and other
incentives University.

4.1.2. Interaction with banking and credit organizations both for processing salary
accounts and for confirming (refuting) information provided by the subject to banking
organizations. '

4.1.3. Conclusion, execution and termination of civil contracts with individuals,
legal entities, individual entrepreneurs and other persons, in cases stipulated by the current
legislation and regulatory documents of the Operator.

4.1.4. Implementation of educational activities (for programs of higher education
and additional professional and general education).

4.1.5. Assistance in the employment of students (graduates), identification of
successful (talented) students in order to develop their professional skills, modernization
of training programs, creation of distance learning programs.

4.1.6. Organization and holding of Olympiads in various areas of training,
excursions and other educational and scientific events.

4.1.7. Organization and holding of mass events, conferences, seminars, business
meetings and other events carried out by the University for its own needs, under a service
agreement or on other legal grounds.



4.1.8. Collection of statistical information on the use of services and resources of
the University in the information and telecommunications network "Internet".

4.1.9. Collection of authentication information to provide access to the information
and telecommunications network "Internet" by the technical means of the University.

4.1.10. Provision of accommodation services in places of temporary
residence.

4.1.11. Compliance with legal requirements for reporting to pension funds,
social insurance funds and other state organizations.

4.1.12. Dissemination of information about the activities of the University,

promotion of the services of the University, the formation of advertising content of the
University and publications in the media and social networks.

4.1.13. Improving the quality of user service and modernizing the operator's
Internet resources by processing requests and requests from the user.

4.1.14. Statistical and other studies based on anonymized information
provided by the user.

4.1.15. Formation of statistical reporting and implementation of economic
activities of the Organization.

4.1.16. Implementation of access and intra-facility regimes at the University.

4.1.17. Creation of personal user identifiers in order for the subject to gain
access to the systems and services of the University.

= The processing of personal data of the University is carried out on a legal and
fair basis. The legal grounds for PD processing are:

5.1.  Constitution of the Russian Federation.

5.2.  Labor Code of the Russian Federation.

5.3. Tax Code of the Russian Federation.

5.4. Federal Law of the Russian Federation of December 6, 2011 Ne 402-FL "On
Accounting".

5.5. Federal Law of the Russian Federation of October 22, 2004 Ne 125-FL "On
archival affairs in the Russian Federation".

5.6. Federal Law of the Russian Federation of December 29, 2012 Ne 273-FL "On
Education in the Russian Federation".

5.7. Federal Law of the Russian Federation of April 6, 2011 Ne 63-FL "On
Electronic Digital Signatures".

5.8.  Federal Law of the Russian Federation of April 1, 1996 Ne 27-FL "On
individual (personified) accounting in the compulsory pension insurance system."

5.9. Federal Law of the Russian Federation of July 24, 2009 Ne 212-FL "On
Insurance Contributions to the Pension Fund of the Russian Federation, the Social
Insurance Fund of the Russian Federation, the Federal Fund of Compulsory Medical
Insurance and Territorial Compulsory Medical Insurance Funds."

5.10. Resolution of the Government of the Russian Federation of October 9, 2015
Nel085 "On approval of the Rules for the provision of hotel services in the Russian
Federation."

5.11. Charter of ANO HE "Innopolis University".

5.12. Other regulatory documents, including local regulatory acts of the
University, the action of which regulates the processing of personal data.

6.1. The main categories of PD subjects whose data is processed at the University
are:

6.1.1. Individuals who are in labor and civil law relations with the University.



6.1.2. Individuals who are in labor and civil law relations with the counterparties of
the University.

6.1.3. Individuals visiting the University's Internet resources, as well as using the
University's Internet services.

6.1.4. Individuals to whom the University provides services in the framework of its
economic activities.

6.1.5. Individuals visiting the territory of the University.

6.1.6. Individuals who are candidates for filling vacant positions.

6.1.7. Individuals who are students or applicants of the University, as well as those
wishing to take specialized courses of the Organization.

6.1.8. Individuals representing the interests of persons who have not reached the
age of majority, or who are unable to independently represent their interests at the
University.

6.2. For the categories of PD subjects specified in clause 6.1. of this Policy, the
following personal data is processed:

6.2.1. Full Name.

6.2.2. Details of the identity document.

6.2.3. A photograph of the subject that does not contain biometrics.

6.2.4. Information about education, courses of advanced training, additional
specialized training.

6.2.5. Taxpayer identification number (TIN).

6.2.6. Insurance number of an individual personal account (INIPA).

6.2.7. Information about registration, place of actual residence.

6.2.8. Information about the marital status, the presence of children and dependents.

6.2.9. Bank details.

6.2.10. Information about the size and structure of wages.

6.2.11. Contact information, including mobile phone, office mail, identifier in
the Telegram messenger.

6.2.12. Statistical information about the visited pages of the University's

Internet resources (visited pages, time spent on the page, search depth, browser used,
system time, unique user identifier, ip-address, provider, cookies, WebGL parameters,
points of entry and exit from the site, browser fingerprint (canvas fingerprint), etc.).

6.2.13. For individuals who have not reached the age of majority - information
about the persons representing their interests.

6.2.14. Other data that do not contradict the purposes of PD processing at the
University.

T The procedure and conditions for PD processing:

7.1. The operator, within the framework of his activities, commits with the
personal data specified in clause 6.2. of this Policy, the following actions, both individually
and in aggregate: collection, recording, systematization, accumulation, storage,
clarification, extraction, use, transfer, depersonalization, deletion, blocking, destruction
and other actions necessary to achieve the goals of PD processing and not violating the
rights of the PD subject.

7.2.  All actions specified in clause 7.1. of this Policy are made by the operator in
the following ways:

7.2.1. Without the use of automation tools.

7.2.2. Using automation tools.

7.2.3. In a mixed way.



7.3.  The University may transfer personal data of subjects to third parties if:

7.3.1. The University delegated PD processing to a third party.

7.3.2. The transfer of personal data is necessary to fulfill the contractual
relationship.

7.3.3. The transfer is necessary for the implementation of banking services, social,
health and pension insurance services.

7.3.4. The transfer of PD is necessary to the bodies of inquiry, other authorized
bodies on the grounds provided for by the current legislation of the Russian Federation.

7.3.5. In other legal cases that do not contradict the legislation of the Russian
Federation and do not violate the rights of the PD subject.

7.4.  PD processing is carried out in accordance with the requirements of the
legislation of the Russian Federation to ensure PD confidentiality. The implementation of
information protection measures and control over their observance is carried out by an
employee responsible for ensuring the security of PD, appointed by order of the Director
of the University.

7.5. The University may use third-party Internet services (third-party technologies)
to organize the collection of statistical personal data, third-party Internet services that store
the received data on its own servers. The operator is not responsible for the localization of
the servers of third-party Internet services. At the same time, such third-party Internet
services (technologies of third parties) installed on the site and used by the operator may
install and read cookies from the browsers of the end users of the site or use web beacons
to collect information in the course of advertising activities on the site. The procedure for
the collection and use of data collected by such third-party Internet services (third-party
technologies) is determined independently by these third-party Internet services, and they
are directly responsible for compliance with this procedure and the use of the data they
collect, including these third-party Internet services are responsible and ensure compliance
with the requirements of applicable law, including the legislation on personal data of the
Russian Federation.

8. Storage of PD and termination of PD processing.

8.1. The storage of PD is carried out in a form that makes it possible to determine
the PD subject for a period not longer than the purpose of PD processing requires, except
for cases when the PD storage period is established by federal law, an agreement to which
the PD subject is a party, beneficiary or guarantor.

8.2. Personal data storage is carried out on paper, electronic media in databases
and virtual machines. PD processed to achieve different goals are processed on different
physical or virtual media.

8.3. Termination of PD processing is made in the following cases:

8.3.1. The goals of PD processing have been achieved and (or) the storage period
for PD has expired.

8.3.2. The purposes of PD processing have lost their relevance, there is no need
to continue PD processing.

8.3.3. A notification was received from the PD subject about the incorrectness of
the processed PD.

8.3.4. A notification was received from the PD subject about the revocation of
consent to PD processing.

8.3.5. The employees responsible for processing and ensuring the security of
personal data revealed the fact of unlawful processing of personal data.

9. The rights of the PD subject.



9.1. The PD subject has the right to withdraw consent to the processing of PD by
sending a corresponding request to the University by mail or by contacting in person.

9.2.  The PD subject has the right to receive information regarding the processing
of his PD, including containing: confirmation of the fact of PD processing by the
University; legal grounds and purposes of PD processing; the purposes and methods of PD
processing used by the University; the name and location of the University, information
about persons (except for employees / employees of the University) who have access to
PD or to whom PD can be disclosed on the basis of an agreement with the University or
on the basis of federal law; processed PD related to the relevant PD subject, the source of
their receipt, unless another procedure for submitting such data is provided for by federal
law; terms of PD processing, including the terms of their storage; the procedure for the
exercise by the subject of personal data of the rights provided for by the Law on Personal
Data; information on the performed or expected cross-border data transfer; name or
surname, first name, patronymic and address of the person who processes PD on behalf of
the Operator, if the processing is entrusted or will be entrusted to such a person; other
information provided for by the Law on Personal Data or other federal laws.

9.3. The PD subject has the right to demand that the University clarify his PD,
block or destroy them if the PD is incomplete, outdated, inaccurate, illegally obtained or
not necessary for the stated purpose of processing, as well as take measures provided by
law to protect his rights.

9.4. Ifthe PD subject believes that the University is processing his PD in violation
of the requirements of the Law on Personal Data or otherwise violates his rights and
freedoms, the PD subject has the right to appeal against the actions or inaction of the
University to the authorized body for the protection of the rights of personal data subjects
(Federal Service for Supervision of in the field of communications, information technology
and mass communications (Roskomnadzor) or in court.



